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ABSTRACT

The importance of digital forensics in the cloud environment is increasing as businesses and individuals move their data
from On-premise to the cloud. Cloud data can be stored on various devices, including mobile devices and desktops, and
encompasses a variety of user behavior artifacts, such as information generated from linked accounts and cloud services.
However, there are limitations in securing and analyzing digital evidence due to environmental constraints of the cloud, such
as distributed storage of data and lack of artifact linkage. One solution to address this is archiving services, and Google’s
Takeout is prime example.

In this paper, user behavior data is analyzed for cloud forensics based on archiving data and necessary items are selected
from an investigation perspective. Additionally, we propose the process of analyzing selectively collected data based on time
information and utilizing web-based visualization to meaningfully assess artifact associations and multi-behaviors. Through
this, we aim to demonstrate the value of utilizing archiving data in response to the increasing significance of evidence
collection for cloud data.
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Table 1. Google Archiving Service Data Data
Contents Folder Artifacts Type
Contents Folder Artifacts ?;;Z Google
P t
Mail Account, gy{?e.n
Content istory
Mail Gmail Attached F’.l Mbox (Transaction
D ?C ed Ml'? Google Google ID, Payment osv
elete at Pay Pay method,
Upload File Payment
(Photo, Status,
Drive Drive Document, JSON Payment
etc.), Access amount)
Info, Deleted
File Name
JSON 4.1 Gmail & Google Drive
You Subscription
Tube Info, History /
: HTML 2wl dolel ARgARe] Hd FAl W8 A
Bookmark, Halel Fgle] 78l mbox Alew ez e
. Pt ek mboxis WA AAA sl bsd Al
Service Extensions, | 9SON sle] Ao g Mriw= (Thunderblrd) e =
Usage Chrome 3 h /
Informati K eagc o | HTML ZoAe Eg) sl A De)ste] P& 4 9)
eywords, ; .
on Setting. G o W, S AT BE A
Device Info ol 3glo] 7ps3dl FA|Eol HFE odx shal
IP. Login/ PPssl SelAb Ak e dolels 4
Google Logout Info, o]
Account | Access Device HTML T et
Info T2 Selo|Be AZYEAE F FF A9 A}
. Location Latitude, 27t 2 gt gidol digk A Rrp B3k &
Location . . JSON
History | Longitude 5 olrjol) Hole g BAak sl ol F, aa,
T A2 A%, heRs A%, 2] An B FPsa
Gooal Installation o} o ARE FUs| fEiA= deole & Al
Play | Deviee Info. | g0 Aol die 1 A (AEE WA E5 s An
Store | FE 212 Aol At =zl ueA: 2
lﬁln(tifrorii used for zy v g it ofel 2AE 3 AHRT
atlo payment) stolst 4= olt}. Fig. 2.= 72 telo]vo] A&
%eﬁ?ed Device Info TS AR F ofgteld] dlolelE FE% Aol
Configur | (FW. SW. 1y, th FAEA wEA sl (Fig. 2. 132)e] ozt
. network, etc), . . o =lals
athn Access Time olv] Axg FZ&H 7 (Fig. 2. ol &)L Faldt
S L S otk ol Eaf AbEickn A7k sjedo] o)
e, £2) 9 AR S ol Seleludld gag
Photo Google Metad'ata, Jfé)(?} e AIZF ARE mAT Elald] o5 A dA]
Photos Loigsiatzgz/La PNG last_modified by any user, AF&=A}el]l &= 44
titude g dA  last_modified_by_me, A dAl
User Info. content_last_modified, A4 9A] created’} 9l
Google Google Group Info, JSON on A8xp} ZEolHoA] T o]28 £Adk 4
Chat Chat Messages,

Attached File

last_ modified by any user, last modified by me,
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Table 2. Chrome Data

File Name Description

Words generated by

Autofill .json AutoComplete

Bookmarks.html List of bookmarks

. . Visited browser Info
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Version)

Google Chrome
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J Extension
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Omnibox.json Chrome Address

SearchEngine Info

SearchEngines.json (URL. Time. Keyword)
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Table 3. Google Play Store Data

File Name Description

Play Store Access Device

Devices.json .
J Information

Installs.json Application Installation List

Application Download List
(Basic Application
Information)

Library.json

Application Purchase List
(Purchasing Application
Information)

Purchase
History.json

4.5 Google Chat
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Table 4. Google Chat Data

lf;; File Description
1:1 Chat

Google DM (id) Info(Group_info,
Chat\ messages, tasks)
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Google
Chat\

1:1 chat d
Users\ | user_info chat room an

User Space info
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A o]8F ¢ 9h(14).

ol7tolMl wlolE| & -5 A dHo|HE Falsiw
% Table 4.9} =2 Hlolg & #Hald 5= 9} =
Group® Users ZYZ UH ™, GroupAes 3
93 AAS 1:1 A=EH(DM) AR oF AH
(Space) #H HRE £ 4 glv}. olu I
Aol FoAgk thE AR} olgtelH dHlo|EE F
=38 45 28R 2L idE DM dlojert AA
=}, o] F Fal AMEAR] AW g5t 2o A
2oo]~ £E grE FfiE I AR E]le] 7}
Stk 7= AL 719 W B #93 ZEAE 3
g, Zg&A< g5 AHE Hsﬂ AREE7] W] 7]
frZ Tkl -85 dlelel7l & 5

N

N

242 93 T2 ololY
X

e o o] A A s
o & QAo E 718 o REA G2 oJ4lH
£ e AR Susie] dolEE ST A4

T2 ol HeleE BeE FATHE 913
o



A0 553

(2023. 10) 743

Start

Google Archiving Data Extraction

hN

Play Store Google Chat Location Drive

l

Analyzing Required Information Data

!

Standardizing Data Format

I

Creating Database

l

Identifying Suspicious activity Time

!

SQL Query/Visualization Analysis
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5.2 Analyzing Required Information Data
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5.4 Creating DataBase
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5.6 Visualization Analysis
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Fig. 13. Visualization - Location
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